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00+ B¢ Novel Fraud

« Unsupervised learning operates without the need for
pre-labeled data. Instead, it seeks to identify inherent
structures, patterns, or deviations within the data itself.

e For fraud detection, this means finding transactions
that significantly differ from the vast majority of
legitimate ones, without ever having been explicitly
told what a "fraudulent" transaction looks like.

« This approach is crucial for detecting new fraud types,
as fraudsters are constantly evolving their methods to
bypass existing, known detection rules and models.

Unsupervised Learning
Detection
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Clustering: Grouping the Norm to Spot the
Odd One Out

o Clustering algorithms group similar data points
together. In the context of transaction data, this
involves grouping transactions that share common
characteristics, such as transaction amount, merchant
category, time of day, or location.

K-Means: This algorithm partitions data into a
predefined number (k) of clusters. Transactions that are
far from any cluster centroid, or form very small,
isolated clusters, could be flagged as potential
anomalies. For instance, if a user typically makes small
purchases at local grocery stores, a large transaction at
an international electronics retailer might fall into a
distinct, unusual cluster.




POST 42
DATA SCIENCE FOR ALL

Clustering: Grouping the Norm to Spot the
Odd One Out

« DBSCAN (Density-Based Spatial Clustering of
Applications with Noise): Unlike K-Means, DBSCAN
does not require a predefined number of clusters.
Instead, it identifies clusters as dense regions of data
points separated by sparser areas. Crucially for
anomaly detection, DBSCAN explicitly labels data
points that do not belong to any dense cluster as
"noise" or "outliers."

« This makes it particularly effective at directly
pinpointing individual anomalous transactions that
don't fit any established pattern of normal behavior.

 For example, a transaction from a new IP address,
for an unusually high amount, and at an unusual time,
might be identified as noise by DBSCAN, signaling
potential fraud. |
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Clustering: Grouping the Norm to Spot the
Odd One Out

e Role in Fraud Detection: Clustering is useful for
exploratory data analysis, helping analysts understand
natural groupings of transactions.

« More directly, transactions that are identified as
noise by algorithms like DBSCAN, or those that form
very small, isolated clusters, can serve as strong
indicators of previously unknown or evolving fraud
patterns.
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Outlier Detection Algorithms: Directing the
Search for the Unusual

« While clustering can reveal outliers, dedicated outlier
detection algorithms are designed specifically to
identify rare instances that deviate significantly from
the majority.

o Isolation Forest (IF): This algorithm works on the
principle that anomalies are "“isolated" more easily
than normal data points. It builds an ensemble of
random trees, recursively partitioning the data.
Anomalies, being few and different, tend to have
shorter average path lengths from the root to the leaf
nodes in these trees compared to normal data points.
If a transaction reaches a leaf node quickly, it's highly
likely to be an anomaly.

« Example: A transaction that involves a credit card
being used in two geographically distant locations
within a short time frame would be quickly isolated by
an lIsolation Forest, as its features (location, time
difference) would be vastly different from the patterns
of legitimate transactions.




POST 42
DATA SCIENCE FOR ALL

Outlier Detection Algorithms: Directing the
Search for the Unusual

« One-Class SVM (OCSVM): This algorithm learns a
decision boundary around the "normal" data points in
a high-dimensional feature space. Any new data point
that falls outside this learned boundary is classified as
an anomaly. OCSVM is powerful because it can
capture complex, non-linear boundaries defining what
constitutes "normal" transactional behavior.

« Example: If a user's normal spending habits are well-
defined within a certain range of transaction amounts
and merchant categories, a transaction that falls
outside this learned boundary — perhaps an albbnormally
large purchase from an unfamiliar online vendor —
would be flagged.
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Outlier Detection Algorithms: Directing the
Search for the Unusual

 Local Outlier Factor (LOF): LOF calculates an "outlier
factor" for each data point based on its local density
compared to its neighbors. Points with a significantly
lower density than their neighbors are considered local
outliers. This is particularly useful for detecting
anomalies that might be normal in a global context but
are unusual within their immediate neighborhood of
data points.

Example: A transaction amount that seems normal on
a global scale but is significantly higher than all other
transactions made by that specific user in the past, or

compared to other users in the same peer group,
could be detected by LOF.
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Outlier Detection Algorithms: Directing the
Search for the Unusual

 Role in Fraud Detection: These algorithms directly
target the identification of anomalous transactions
without prior labels. They are particularly effective at
uncovering novel fraud types because they don't rely
on pre-existing knowledge of fraud patterns; instead,
they focus on what deviates from normal.
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{’AA&';- ...  Autoencoders: Learning Normality to Spot
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« Autoencoders are a type of neural network specifically
designed for unsupervised learning, particularly
effective with high-dimensional data.

« Mechanism: An autoencoder consists of two main

parts:
 Encoder: Compresses the input data (e.g., transaction
features) into a lower-dimensional "latent"

representation, capturing the most essential
information about the data.

« Decoder: Reconstructs the original input data from this
compressed latent representation.
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Autoencoders: Learning Normality to Spot
Abnormality

« Fraud Detection Application: The key idea is to train
the autoencoder only on normal (non-fraudulent)
transactions. During this training, the network learns to
efficienty encode and reconstruct legitimate
transaction patterns. When a new transaction is fed
into the trained autoencoder, its reconstruction error
(the difference between the original input and the
reconstructed output) is calculated.

« Anomalies vs. Normality: Normal transactions, similar
to those seen during training, will have a low
reconstruction error because the autoencoder has
learned their patterns well. However, anomalous
(potentially fraudulent) transactions will have a high
reconstruction error, as the model has not learned to
represent these unusual patterns accurately and
struggles to reconstruct them. A predefined threshold
on this reconstruction error is then used to classify
transactions as normal or anomalous.
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Autoencoders: Learning Normality to Spot
Abnormality

Role in Fraud Detection: Autoencoders offer a powerful
way to detect novel fraud. By learning a robust
representation of "normality," they can effectively identify
transactions that fall outside this learned manifold, even if
those patterns have never been explicitly labeled as
fraudulent before. This elegantly bypasses the class
imbalance problem during training, as they only need vast
amounts of normal transaction data.
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{’AA&';- The Power of Unsupervised Anomaly
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{00 L Detection for Novel Fraud

 The ability of unsupervised Al to identify anomalies
without relying on pre-labeled fraudulent data is
paramount for detecting new fraud types.

o Unlike supervised models that excel at recognizing
variations of known fraud, unsupervised techniques
can flag genuinely novel patterns that deviate from
established norms.

e This is critical in the dynamic landscape of credit and
debit card fraud, where fraudsters are constantly
innovating.

Unsupervised Al
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The Power of Unsupervised Anomaly
Detection for Novel Fraud

By leveraging clustering, outlier detection algorithms, and
autoencoders, financial institutions can build a robust,
adaptive defense layer capable of:

o Discovering Zero-Day Fraud: Detecting fraud
patterns that have just emerged and have not yet
been categorized or labeled by human analysts.

« Reducing Reliance on Labeled Data: Operating
effectively even when historical fraud labels are scarce,
unreliable, or incomplete.

« Enhancing Proactive Defense: Moving beyond
reactive detection to proactively identify suspicious
behaviors before they become widely recognized
fraud schemes.

Financial Instiutions can fortify
fortify your security
throughon innovative Techrilogy
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Summary

« While unsupervised methods might sometimes yield a
higher rate of false positives compared to highly
optimized supervised models on known fraud types, their
capacity to illuminate the hidden anomalies—the subtle
shifts and novel patterns—that signal emerging fraudulent
activity makes them an indispensable component of any
advanced, multi-layered fraud detection strategy.

o As the financial crime landscape continues to evolve,
unsupervised Al will remain at the forefront of the fight to
protect consumers and financial institutions from the ever-
present threat of novel fraud.
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